Enhance your ICS incident response by providing
your teams with in-depth knowledge of critical
concepts and tools.

Basic Incident Response for ICS

Our comprehensive training program covers the theoretical principles and practical exercises required to manage and
lead organizational cyber incident response processes. Trainees gain in-depth knowledge of critical concepts and tools
in the field of ICS incident response.

The training content, case studies, tools, hands-on experiences, and methods have all been specifically developed to
enhance your teams' ability to successfully manage, investigate, and analyze ICS and OT cybersecurity incidents.

Participants

. SOC Analysts
e IT/ QT Professionals

Prerequisites

. Understanding of basic information security concepts and tools
. Familiarity with networking principles, architecture and protocols

Training Outcomes

e Acquisition of the expertise, methodology and practical experience required to become a skilled first
responder or incident response team member in organizations that utilize ICS or OT systems
The ability to manage corporate security policies and ensure compliance with standards and
e  regulations
The tools and understanding required to develop and update organizational policies and procedures
o  The ability to evaluate the extent of damage and assign responsibilities in incident response efforts
Knowledge and experience of how to detect and mitigate real-life APTs

Duration

e 40 hours (5 x 8-hour days)

#Forensics  #Investigating #Analyzing #OT #IT  #Windows  #Malware  #Qualification
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